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Disney+

sites.sh
#!/bin/bash

list="play.hbomax.com wmff.warnermediacdn.com gtm-hbomax-jd7crtooqa-uc.a.run.app hbomax-images.warnermediacdn.com
lightning.hbomax.com s.go-mpulse.net cdn.cookielaw.org www.hbomax.com art-gallery.api.hbo.com comet-emea.api.hbo.com
oauth.api.hbo.com sessions.api.hbo.com telegraph.api.hbo.com art-gallery-emea.api.hbo.com cmaf.cf.eu.hbomaxcdn.com
cmaf.akm.eu.hbomaxcdn.com gateway-emea.api.hbo.com manifests.api.hbo.com user-comet-emea.api.hbo.com
manifests.api.hbo.com art-gallery-emea.api.hbo.com www.disneyplus.com bam-sdk-configs.bamgrid.com
cdn.registerdisney.go.com consent-api.onetrust.com disney.api.edge.bamgrid.com disney.connections.edge.bamgrid.com
disney.content.edge.bamgrid.com disney.images.edge.bamgrid.com geolocation.onetrust.com p11.techlab-cdn.com
prod-ripcut-delivery.disney-plus.net prod-static.disney-plus.net vod-bgc-na-east-1.media.dssott.com
valid.rpki.cloudflare.com static.cloudflareinsights.com performance.radar.cloudflare.com invalid.rpki.cloudflare.com
indian-tv.cz cloud.boosteroid.com cdn.boosteroid.com"

for i in $list; do
echo -e $(ping -4 $i -c 1 | awk -F\( 'print $2' | awk -F\) 'print $1' | head -1)'\t'$i >> ping.txt
echo -e $(dig -4 $i | grep -P 'IN\tA\t' | awk 'print $5' | head -1)'\t'$i >> dig.txt
echo -e $(host $i | grep 'has address' | awk 'print $4' | head -1)'\t'$i >> host.txt

done
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Disney+

ping.txt
18.244.18.95 play.hbomax.com
2.16.2.106 wmff.warnermediacdn.com
216.239.34.53 gtm-hbomax-jd7crtooqa-
uc.a.run.app
23.210.124.148 hbomax-
images.warnermediacdn.com
95.100.69.77 lightning.hbomax.com
23.75.64.168 s.go-mpulse.net
104.18.86.42 cdn.cookielaw.org
23.212.110.74 www.hbomax.com
199.232.17.119 art-gallery.api.hbo.com
199.232.17.119 comet-emea.api.hbo.com
199.232.17.119 oauth.api.hbo.com
199.232.17.119 sessions.api.hbo.com
75.2.42.129 telegraph.api.hbo.com

dig.txt
18.244.18.95 play.hbomax.com
2.16.2.106 wmff.warnermediacdn.com

gtm-hbomax-jd7crtooqa-uc.a.run.app
23.210.124.148 hbomax-
images.warnermediacdn.com
95.100.69.77 lightning.hbomax.com
23.75.64.168 s.go-mpulse.net
104.18.86.42 cdn.cookielaw.org
23.212.110.74 www.hbomax.com
108.138.36.112 art-gallery.api.hbo.com
199.232.17.119 comet-emea.api.hbo.com
199.232.17.119 oauth.api.hbo.com
199.232.17.119 sessions.api.hbo.com
75.2.42.129 telegraph.api.hbo.com

host.txt
18.244.18.3 play.hbomax.com
2.16.2.112 wmff.warnermediacdn.com
216.239.36.53 gtm-hbomax-jd7crtooqa-
uc.a.run.app
23.210.124.148 hbomax-
images.warnermediacdn.com
95.100.69.77 lightning.hbomax.com
23.75.64.168 s.go-mpulse.net
104.18.87.42 cdn.cookielaw.org
23.212.110.90 www.hbomax.com
108.138.36.80 art-gallery.api.hbo.com
199.232.17.119 comet-emea.api.hbo.com
199.232.17.119 oauth.api.hbo.com
199.232.17.119 sessions.api.hbo.com
99.83.195.49 telegraph.api.hbo.com
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Přístup do vpsfree

ssh -6 root@marny.eu
Enter passphrase for key '/root/.ssh/id_ed25519':

root@MOX:∼# tcpdump -i 6in4-wan6 tcp port 22
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on 6in4-wan6, link-type RAW (Raw IP), snapshot length 262144 bytes
11:20:01.502772 IP6 2001:470:5955::1.49562 > mail.marny.eu.22: Flags [S], seq 678818742, win 65320, options [mss
1420,sackOK,TS val 626115447 ecr 0,nop,wscale 7], length 0
11:20:01.530594 IP6 mail.marny.eu.22 > 2001:470:5955::1.49562: Flags [S.], seq 2066820358, ack 678818743, win 64260,
options [mss 1440,sackOK,TS val 288626215 ecr 626115447,nop,wscale 7], length 0
11:20:01.530821 IP6 2001:470:5955::1.49562 > mail.marny.eu.22: Flags [.], ack 1, win 511, options [nop,nop,TS val
626115475 ecr 288626215], length 0
11:20:01.532507 IP6 2001:470:5955::1.49562 > mail.marny.eu.22: Flags [P.], seq 1:22, ack 1, win 511, options [nop,nop,TS
val 626115477 ecr 288626215], length 21: SSH: SSH-2.0-OpenSSH_9.6
11:20:01.542782 IP6 mail.marny.eu.22 > 2001:470:5955::1.49562: Flags [.], ack 22, win 502, options [nop,nop,TS val
288626230 ecr 626115477], length 0
11:20:01.569394 IP6 mail.marny.eu.22 > 2001:470:5955::1.49562: Flags [P.], seq 1:41, ack 22, win 502, options
[nop,nop,TS val 288626253 ecr 626115477], length 40: SSH: SSH-2.0-OpenSSH_9.2p1 Debian-2+deb12u2
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Přístup do vpsfree

ssh -6 root@marny.eu
Enter passphrase for key '/root/.ssh/id_ed25519':

root@MOX:∼# tcpdump -i 6in4-wan6 tcp port 22
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on 6in4-wan6, link-type RAW (Raw IP), snapshot length 262144 bytes
11:20:01.502772 IP6 2001:470:5955::1.49562 > mail.marny.eu.22: Flags [S], seq 678818742, win 65320, options [mss
1420,sackOK,TS val 626115447 ecr 0,nop,wscale 7], length 0
11:20:01.530594 IP6 mail.marny.eu.22 > 2001:470:5955::1.49562: Flags [S.], seq 2066820358, ack 678818743, win 64260,
options [mss 1440,sackOK,TS val 288626215 ecr 626115447,nop,wscale 7], length 0
11:20:01.530821 IP6 2001:470:5955::1.49562 > mail.marny.eu.22: Flags [.], ack 1, win 511, options [nop,nop,TS val
626115475 ecr 288626215], length 0
11:20:01.532507 IP6 2001:470:5955::1.49562 > mail.marny.eu.22: Flags [P.], seq 1:22, ack 1, win 511, options [nop,nop,TS
val 626115477 ecr 288626215], length 21: SSH: SSH-2.0-OpenSSH_9.6
11:20:01.542782 IP6 mail.marny.eu.22 > 2001:470:5955::1.49562: Flags [.], ack 22, win 502, options [nop,nop,TS val
288626230 ecr 626115477], length 0
11:20:01.569394 IP6 mail.marny.eu.22 > 2001:470:5955::1.49562: Flags [P.], seq 1:41, ack 22, win 502, options
[nop,nop,TS val 288626253 ecr 626115477], length 40: SSH: SSH-2.0-OpenSSH_9.2p1 Debian-2+deb12u2
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Přístup do vpsfree

ssh -6 root@xn--marn-8ra.eu
ssh: connect to host mail.xn--marn-8ra.eu port 22: Operation timed out

root@MOX:∼# tcpdump -i 6in4-wan6 tcp port 22
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on 6in4-wan6, link-type RAW (Raw IP), snapshot length 262144 bytes
11:20:39.830836 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205093757 ecr 0,nop,wscale 7], length 0
11:20:40.849537 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205094776 ecr 0,nop,wscale 7], length 0
11:20:42.929574 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205096856 ecr 0,nop,wscale 7], length 0
11:20:47.009633 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205100936 ecr 0,nop,wscale 7], length 0
11:20:55.489643 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205109416 ecr 0,nop,wscale 7], length 0
11:21:12.129596 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205126056 ecr 0,nop,wscale 7], length 0
11:21:44.769571 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205158696 ecr 0,nop,wscale 7], length 0
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Přístup do vpsfree

ssh -6 root@xn--marn-8ra.eu
ssh: connect to host mail.xn--marn-8ra.eu port 22: Operation timed out

root@MOX:∼# tcpdump -i 6in4-wan6 tcp port 22
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on 6in4-wan6, link-type RAW (Raw IP), snapshot length 262144 bytes
11:20:39.830836 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205093757 ecr 0,nop,wscale 7], length 0
11:20:40.849537 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205094776 ecr 0,nop,wscale 7], length 0
11:20:42.929574 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205096856 ecr 0,nop,wscale 7], length 0
11:20:47.009633 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205100936 ecr 0,nop,wscale 7], length 0
11:20:55.489643 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205109416 ecr 0,nop,wscale 7], length 0
11:21:12.129596 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205126056 ecr 0,nop,wscale 7], length 0
11:21:44.769571 IP6 2001:470:5955::1.39160 > mail.xn--marn-8ra.eu.22: Flags [S], seq 3041711492, win 65320, options [mss
1420,sackOK,TS val 3205158696 ecr 0,nop,wscale 7], length 0
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Přístup do vpsfree

telnet xn--marn-8ra.eu 80
Trying 2a03:3b40:fe:462::1...
Connected to xn--marn-8ra.eu.
Escape character is '^]'.

root@MOX:∼# tcpdump -i 6in4-wan6 tcp port 80
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on 6in4-wan6, link-type RAW (Raw IP), snapshot length 262144 bytes
16:13:12.690436 IP6 2001:470:5955:0:6205:f2eb:c29e:22bd.53784 > mail.xn--marn-8ra.eu.80: Flags [S], seq 2514034553, win
33120, options [mss 1420,sackOK,TS val 3905224278 ecr 0,nop,wscale 7], length 0
16:13:12.701532 IP6 mail.xn--marn-8ra.eu.80 > 2001:470:5955:0:6205:f2eb:c29e:22bd.53784: Flags [S.], seq 1225161565, ack
2514034554, win 32844, options [mss 1440,sackOK,TS val 1098410917 ecr 3905224278,nop,wscale 7], length 0
16:13:12.702126 IP6 2001:470:5955:0:6205:f2eb:c29e:22bd.53784 > mail.xn--marn-8ra.eu.80: Flags [.], ack 1, win 259,
options [nop,nop,TS val 3905224289 ecr 1098410917], length 0
16:14:12.766742 IP6 mail.xn--marn-8ra.eu.80 > 2001:470:5955:0:6205:f2eb:c29e:22bd.53784: Flags [F.], seq 1, ack 1, win
257, options [nop,nop,TS val 1098470987 ecr 3905224289], length 0
16:14:12.767431 IP6 2001:470:5955:0:6205:f2eb:c29e:22bd.53784 > mail.xn--marn-8ra.eu.80: Flags [F.], seq 1, ack 2, win
259, options [nop,nop,TS val 3905284355 ecr 1098470987], length 0
16:14:12.775837 IP6 mail.xn--marn-8ra.eu.80 > 2001:470:5955:0:6205:f2eb:c29e:22bd.53784: Flags [.], ack 2, win 257,
options [nop,nop,TS val 1098470994 ecr 3905284355], length 0

telnet xn--marn-8ra.eu 443
Trying 2a03:3b40:fe:462::1...
Connected to xn--marn-8ra.eu.
Escape character is '^]'.
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Přístup do vpsfree

telnet xn--marn-8ra.eu 80
Trying 2a03:3b40:fe:462::1...
Connected to xn--marn-8ra.eu.
Escape character is '^]'.

root@MOX:∼# tcpdump -i 6in4-wan6 tcp port 80
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on 6in4-wan6, link-type RAW (Raw IP), snapshot length 262144 bytes
16:13:12.690436 IP6 2001:470:5955:0:6205:f2eb:c29e:22bd.53784 > mail.xn--marn-8ra.eu.80: Flags [S], seq 2514034553, win
33120, options [mss 1420,sackOK,TS val 3905224278 ecr 0,nop,wscale 7], length 0
16:13:12.701532 IP6 mail.xn--marn-8ra.eu.80 > 2001:470:5955:0:6205:f2eb:c29e:22bd.53784: Flags [S.], seq 1225161565, ack
2514034554, win 32844, options [mss 1440,sackOK,TS val 1098410917 ecr 3905224278,nop,wscale 7], length 0
16:13:12.702126 IP6 2001:470:5955:0:6205:f2eb:c29e:22bd.53784 > mail.xn--marn-8ra.eu.80: Flags [.], ack 1, win 259,
options [nop,nop,TS val 3905224289 ecr 1098410917], length 0
16:14:12.766742 IP6 mail.xn--marn-8ra.eu.80 > 2001:470:5955:0:6205:f2eb:c29e:22bd.53784: Flags [F.], seq 1, ack 1, win
257, options [nop,nop,TS val 1098470987 ecr 3905224289], length 0
16:14:12.767431 IP6 2001:470:5955:0:6205:f2eb:c29e:22bd.53784 > mail.xn--marn-8ra.eu.80: Flags [F.], seq 1, ack 2, win
259, options [nop,nop,TS val 3905284355 ecr 1098470987], length 0
16:14:12.775837 IP6 mail.xn--marn-8ra.eu.80 > 2001:470:5955:0:6205:f2eb:c29e:22bd.53784: Flags [.], ack 2, win 257,
options [nop,nop,TS val 1098470994 ecr 3905284355], length 0

telnet xn--marn-8ra.eu 443
Trying 2a03:3b40:fe:462::1...
Connected to xn--marn-8ra.eu.
Escape character is '^]'.
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Přístup do vpsfree

nmap -6 xn--marn-8ra.eu
Starting Nmap 7.93 ( https://nmap.org ) at 2024-06-05 16:34 CEST
Nmap scan report for mail.xn--marn-8ra.eu (2a03:3b40:fe:462::1)
Host is up (0.019s latency).
Not shown: 987 filtered tcp ports (no-response)
PORT STATE SERVICE
25/tcp closed smtp
80/tcp open http
143/tcp open imap
443/tcp open https
465/tcp open smtps
587/tcp open submission
993/tcp open imaps
Nmap done: 1 IP address (1 host up) scanned in 4.57 seconds
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Přístup do vpsfree

nmap -4 xn--marn-8ra.eu
Starting Nmap 7.93 ( https://nmap.org ) at 2024-06-05 16:34 CEST
Nmap scan report for mail.xn--marn-8ra.eu (37.205.15.36)
Host is up (0.032s latency).
Not shown: 989 closed tcp ports (conn-refused)
PORT STATE SERVICE
22/tcp open ssh
25/tcp open smtp
80/tcp open http
135/tcp filtered msrpc
139/tcp filtered netbios-ssn
143/tcp open imap
443/tcp open https
445/tcp filtered microsoft-ds
465/tcp open smtps
587/tcp open submission
993/tcp open imaps
Nmap done: 1 IP address (1 host up) scanned in 1.55 seconds
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Přístup do vpsfree

root@MOX:∼# traceroute6 -T -O info -p 22 xn--marn-8ra.eu
traceroute to xn--marn-8ra.eu (2a03:3b40:fe:462::1), 30 hops max, 80 byte packets
1 2001:470:5955::1 (2001:470:5955::1) 0.637 ms 0.749 ms 0.825 ms
2 tunnel925628.tunnel.tserv27.prg1.ipv6.he.net (2001:470:6e:253::1) 7.953 ms 10.491 ms 10.459 ms
3 * * *
4 * * *
5 * * *
6 * * *
7 * * *
8 * * *
9 * * *
10 *^C

root@MOX:∼# traceroute6 -T -O info -p 443 xn--marn-8ra.eu
traceroute to xn--marn-8ra.eu (2a03:3b40:fe:462::1), 30 hops max, 80 byte packets
1 2001:470:5955::1 (2001:470:5955::1) 0.534 ms 0.558 ms 0.661 ms
2 tunnel925628.tunnel.tserv27.prg1.ipv6.he.net (2001:470:6e:253::1) 7.257 ms 7.337 ms 7.228 ms
3 * * *
4 nix2-ipv6.masterinter.net (2001:7f8:14::11:1) 7.349 ms master.peering.cz (2001:7f8:7f::14) 7.262 ms
nix2-ipv6.masterinter.net (2001:7f8:14::11:1) 7.298 ms
5 2a01:430:ff:1329:1::3 (2a01:430:ff:1329:1::3) 7.344 ms 2a01:430:ff:1333:1::3 (2a01:430:ff:1333:1::3) 11.667 ms
2a01:430:ff:1329:1::3 (2a01:430:ff:1329:1::3) 7.319 ms
6 * * *
7 vpsfree-vl129.sl527s.r1-8.dc1.4d.prg.masterinter.net (2a01:430:0:fe0c::2) 3.679 ms 6.827 ms 6.807 ms
8 2a03:3b40:42:1:11::2 (2a03:3b40:42:1:11::2) 8.672 ms 8.650 ms 8.635 ms
9 mail.marný.eu (2a03:3b40:fe:462::1) <syn,ack> 6.666 ms 8.609 ms 10.103 ms
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Závěr
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Závěr

Děkuji za pozornost.

Tomáš Tichý

@TomTich2
@tichytom

Tato prezentace je k dispozici ke stažení: https://tichytom.cz
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