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Prezentace je k dispozici ke stazeni z:

https://tichytom.cz/IF19.pdf
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Co to je PCI Passthrough?

PCI passthrough allows you to give control of physical devices to guests:
that is, you can use PCI passthrough to assign a PCI device

(NIC, disk controller, HBA, USB controller, firewire controller, soundcard, etc)
to a virtual machine guest, giving it full and direct access to the PCI device.
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Potrebny HW

Na zprovozneéni je potfeba mit potrebné HW komponenty.
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Potrebny HW

Na zprovozneéni je potfeba mit potrebné HW komponenty.
@ Procesor podporujici technologii IOMMU (Input Output Memory Management Unit)

o Procesory Intel jsou oznaceny jako VT-d (Virtualization Technology for Directed 1/0.)
e U procesort AMD je oznaceni AMD-Vi.

@ Zakladni desku podporujici tyto technologie.
@ Dvé grafické karty (mUze byt i jedna itegrovana na desce.)
@ Idealné vetsi nez malé mnozstvi paméti RAM.
Dale pro snadnégjsi béh je vhodné mit:
@ Dva monitory
@ Dvé klavesnice a dvé mysi.
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Pokud mame potfebny HW a nainstalovany systém, muzem prejit k zprovozneéni.

Potfebné balicky

zypper in libvirt libvirt-client libvirt-daemon virt-manager
virt—-install virt-viewer dgemu gemu—-kvm gemu-ovmf-x86_.64 gemu—-tools
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https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/stable-virtio/virtio-win.iso

Pokud mame potfebny HW a nainstalovany systém, mizem prejit k zprovoznéni.

Potfebné balicky

zypper in libvirt libvirt-client libvirt-daemon virt-manager
virt—-install virt-viewer dgemu gemu—-kvm gemu-ovmf-x86_.64 gemu—-tools

Mohou se i hodit ovladace na VirtlO, ty Ize nalézt ke stazeni na Fedorapeople.org:

https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/stable-virtio/virtio-win.iso ]
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Nyni mame vSe pfipraveno k samotnému zprovozneéni.
Zapneme si podporu IOMMU a to pfidanim itel_iommu=0n, nebo amd_iommu=on dle

vyrobce procesoru, na fadek GRUB_CMDLINE_LINUX _DEFAULT do souboru
/etc/default/grub.
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Nyni mame vSe pfipraveno k samotnému zprovozneéni.
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vyrobce procesoru, na fadek GRUB_CMDLINE_LINUX _DEFAULT do souboru
/etc/default/grub.
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Nyni mame vSe pfipraveno k samotnému zprovozneéni.

Zapneme si podporu IOMMU a to pfidanim itel_iommu=0n, nebo amd_iommu=on dle
vyrobce procesoru, na fadek GRUB_CMDLINE_LINUX _DEFAULT do souboru
/etc/default/grub.

Bude to vypadat néjak takto:

GRUB_CMDLINE_LINUX_DEFAULT="video ... quiet showopts itel_iommu=on" J

Poté je tfeba inicializovat GRUB pfikazem

grub2-mkconfig —-o /boot/grub2/grub.cfg J
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Po restartu systému zkontrolujeme jestli se IOMMU aktivovalo pfikazem

dmesg|grep —-e DMAR —-e IOMMU J
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Po restartu systému zkontrolujeme jestli se IOMMU aktivovalo pfikazem

dmesg|grep —-e DMAR —-e IOMMU

vystup z dmesg:

[
[
[
[
[
[
[
[
[
[

o

O O O O O o o o o

.000000
.000000
.027037
.027039
.027046
.027047
.027050
.027050
.027051

]
]
]
]
]
]
]
]
]
.027053]

ACPI:
DMAR:
DMAR:
DMAR:
DMAR:
DMAR:
DMAR:
DMAR:
DMAR:

DMAR 0x00000000C89E9868 0000B8 (v0l INTEL SNB 00000001 INTL 00000001)

IOMMU enabled
Host address width 36
DRHD base: 0x000000fed90000 flags: 0xO0

dmar0: reg-base_addr f£ed90000 ver 1:0 cap c0000020e60262 ecap £f010la

DRHD base: 0x000000fed91000 flags: 0x1

dmarl: regbase_addr f£ed91000 ver 1:0 cap c9008020660262 ecap £0105a

RMRR base: 0x000000c89ea000 end: 0x000000c8al06fff
RMRR base: 0x000000cb000000 end: 0x000000cflfffff

DMAR-IR: IOAPIC id 2 under DRHD base 0xfed91000 IOMMU 1
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Nyni musime zjistit do které skupiny je pfitazena graficka karta
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Nyni musime zjistit do které skupiny je pfitazena graficka karta

Isiommu.sh

#1/bin/bash

shopt —s nullglob

for d in /sys/kernel/iommu_groups/=/devices/«; do
n=${d# «/iommu_groups/+}; n=${n%%/+}
printf 'IOMMU Group %s ' ”$n”
Ispci —nns "${d##+«/}”

done;

Tomas Tichy (Zeméméficky Urad) PCI Passthrough 3. bfezna 2019 8/34



vystup iommu.sh

IOMMU Group 0 00:00.0 Host bridge [0600]: Intel Corporation Xeon E3-1200...[8086:0150]...
IOMMU Group 1 00:01.0 PCI bridge [0604]: Intel Corporation Xeon E3-1200...[8086:0151]...
IOMMU Group 1 01:00.0 VGA comp...NVIDIA Corporation GP107 [GeForce GTX 1050][10de:1c81]...
IOMMU Group 1 01:00.1 Audio dev...GP1l07GL High Definition Audio Controller [10de:0fb9]...
IOMMU Group 10 00:1f.0 ISA bridge [0601]: Intel Corporation Q77 8086:1e47] (rev 04

[ )
IOMMU Group 10 00:1f.2 SATA controller [0106]: Intel...[AHCI mode] [8086:1e02] (rev 04)
IOMMU Group 10 00:1f.3 SMBus [0c05]: Intel Corporation 7 Series/...[8086:1e22] (rev 04)
IOMMU Group 2 00:02.0 VGA compatible controller [0300]: Intel Co...[8086:0152] (rev 09)
IOMMU Group 3 00:14.0 USB controller [0c03]: Intel Corporation 7...[8086:1e31] (rev 04)
IOMMU Group 4 00:16.0 Communication controller [0780]: Intel Cor...[8086:1e3a] (rev 04)
IOMMU Group 4 00:16.3 Serial controller [0700]: Intel Corporatio...[8086:1e3d] (rev 04)
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Opiseme si hodnoty z IOMMU skupiny
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Opiseme si hodnoty z IOMMU skupiny

options vfio-pci ids=id GK,id GK_audio J
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Opiseme si hodnoty z IOMMU skupiny

options vfio-pci ids=id GK,id GK_audio

options vfio-pci ids=10de:1c81,10de:0fb9

A tento fetézec vloZzime do souboru /et c/modprobe.d/gpu-passthrough.conf
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Opét zeditujeme soubor /etc/default/grub a opét na konec fadku
GRUB_CMDLINE_LINUX_DEFAULT vlozime

rd.driver.pre=vfio-pci J
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Opét zeditujeme soubor /etc/default/grub a opét na konec fadku
GRUB_CMDLINE_LINUX_DEFAULT vlozime

rd.driver.pre=vfio-pci J

Ve finale to bude vypadat takto:

GRUB_CMDLINE_LINUX DEFAULT="vide...intel_iommu=on rd.driver.pre=vfio-pci" )
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Opét zeditujeme soubor /etc/default/grub a opét na konec fadku
GRUB_CMDLINE_LINUX_DEFAULT vlozime

rd.driver.pre=vfio-pci J

Ve finale to bude vypadat takto:

GRUB_CMDLINE_LINUX DEFAULT="vide...intel_iommu=on rd.driver.pre=vfio-pci" )

a opét reinicializujieme GRUB

grub2-mkconfig -o /boot/grub2/grub.cfg J
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Sestaveni initrd

Je potieba jesté vlozit:

add_drivers+="pci_stub vfio vfio_iommu_-typel vfiopci vfiowvirgfd kvm kvm_intel"

do souboru /etc/dracut.conf.d/gpu-passthrough.conf
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Sestaveni initrd

Je potieba jesté vlozit:

add_drivers+="pci_stub vfio vfio_iommu_-typel vfiopci vfiowvirgfd kvm kvm_intel"

do souboru /etc/dracut.conf.d/gpu-passthrough.conf
a reinicializujeme initrd pfikazem:

dracut --force /boot/initrd $ (uname -r)
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Sestaveni initrd

Je potieba jesté vlozit:

add_drivers+="pci_stub vfio vfio_iommu_-typel vfiopci vfiowvirgfd kvm kvm_intel" J

do souboru /etc/dracut.conf.d/gpu-passthrough.conf

a reinicializujeme initrd pfikazem:

dracut --force /boot/initrd $ (uname -r) J

POZOR!

Pokud udélate chybu systém Vam jiz nenabéhne.
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Po rebootu si zkontrolujeme, jestli je graficka karta izolovana od systému.
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Po rebootu si zkontrolujeme, jestli je graficka karta izolovana od systému.
Spustime prikaz:

lspci -k )
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Po rebootu si zkontrolujeme, jestli je graficka karta izolovana od systému.
Spustime prikaz:

lspci -k )

a vypis by mél vypadat priblizné takto:

01:00.0 VGA compatible controller: NVIDIA Corporation GP107 [...
Subsystem: Gigabyte Technology Co., Ltd Device 3765
Kernel driver in use: vfio-pci
Kernel modules: nouveau, nvidia_.drm, nvidia

01:00.1 Audio device: NVIDIA Corporation GP107GL High Definiti...
Subsystem: Gigabyte Technology Co., Ltd Device 3765
Kernel driver in use: vfio—-pci
Kernel modules: snd_-hda_intel
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Vytvareni VM

Nyni muzeme prejit k vytvoreni virtualniho stroje (VM).
Jesté predtim sido /etc/libvirt/gemu.conf doplnime nasledujici radky:

nvram = |
"/usr/share/gemu/ovmf-x86_64.bin:/usr/share/gemu/ovmf-x86_64-code.bin"
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MNové VM

m Vytvofit novy virtalni stroj

Pfipojeni: QEMU/KVM

Vyberte, jak chcete nainstalovat operacni systém
Instalace z lokalniho média (1SO nebo CDROM)
Instalace ze sité (HTTRE FTF nebo NFS)

Boot ze sité (PXE)

Importovat jiZ existujici obraz disku

P Architecture options

Zrusit Zpét Vpied

Nowvé VM
m Vytvofit novy virtalni stroj

Nastavte paméta CPU

Pamét (RAM): | 16196 +

Upto 32100 MIE available on the host
CPU: | 2 —_ +

Upto 4 available

Zrusit Zpét
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MNové VM

m Vytvofit novy virtalni stroj

MNové VM

m Vytvofit novy virtalni stroj

E‘I Zapnout uloZisté pro tento virtudlni stroj

Create a disk image for the virtual machine

16,0 - + | GiB
65.2 GiB available in the default location
-::::Z- Select or create custom storage

Manage

Zrusit Zpét

Vpied

Ready to begin the installation

Jméno:

0s:

Instalovat

Pamé&t’
CPU:

Ulozigte

opensusel5.0

openSUSELeap 15.0
. Lokalni CDROM/1SO

: 16196 MiB

2

o Jlibflibvirt/images/opensuselS.goow?

[ Upravit konfiguraci pfed instalaci

» Network selection

Zrusit Zpét

Dokoncit
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MU/KVIM

of Zatitinstalaci & cancelnstallation
B prehled Y
' CPUs Logicka CPU hostitele: 4
== pamél Aktudlni alokace: 1 +
Boot Options o
Maximélni alokace: 1 +
(= Virtlo Disk 1
(&) IDECDROM 1 Configuration
B NIC :65:fe:22 | Copy host CPU configuration
=
lil Tablet } Topology

@ Display Spice
m Sound iché
G Konzole

(& Channel spice
[ video ax

m Controller USB 0

@ USB Redirector 1
@ USB Redirector 2
RNG /dev/urandom

Pridat hardware Zrusit Pouzit




ensusels

<f zacitinstalaci 3 Cancelnstallation

B8 prenied Automatické spusténi

Q} CPUS [_| Zapnout VM pii startu hostitele
=5 Pamet

Pofadi zafizeni pii boot
o, i
ot Boot Options [+ Zapnout boot menu

(3 Virtio Disk 1 (v EIVirtlo Disk 1 ||

) IDECDROM1 % ©IDE CDROM 1
& NG 65fe22 O @nic 65fe 22
(. Tablet

(B pisplay Spice

Elif soundiche

Konzole » Direct kernel boot

channel spice

100

Video QXL

Controller USB 0

2

vee®

USE Redirector 1
USE Redirector2.

RNG /dev/urandom

Piidat hardware

Znssit

Pouzit

%

B pretled
{3 crus

=5 Pamat

&% Boot Options
IDECDROM 1
& NG 65fe22
(&) Tablet

(B Display spice
Eiff soundichs

Konzole

Channel spice
Video QXL

Controller USB 0

A EDE

&S

USB Redirector 1

USB Redirector 2

RNG /dev/urandom

Piidat hardware

Cancel Installation

Virtualni disk

Cesta ke zdroji
Typ zaiizent
Velikost tlozisté:
Pouze pro Eteni
Sdilené:
 Pokrocilé volby

Disk bus:

Serial number.

Formét dlozisté:

Jvar/lib/libvirt/images/opensuse15-1.qcolf#]
Virtlo Disk 1
Neznémy

SATA -

qeowz

 Performance options

Mod cache: | writeback -

10 mode: | Vychozi Hypervizor -

Odstranit Znsit

Pouzit

y (Zeméméficky

fad)




</ zacitinstalaci & CancelInstallation

= prehied Radie
Qz} cPUs Typ: USB
= pamet Model:  USB3

35 Bootoptions
() Virtio Disk 1

& NG 65fe22
(. Tablet
(B pisplay Spice

Elif soundiche

2 Konzole

= Channel spice
[ video oxL
.| Controllerusa o
@ ussredrectort
@ ussredrector2

2% RNG /dev/urandom

Piidat hardware

Odstranit

Znssit

Pouzit

& cancelinstallation

5 rreiea Radis

4 Typ: USB
{3 crus P

== Famet Model:| usB 3

&% Boot Options
() Virtio Disk 1
IDE GDROM 1
& NG 65fe22

| controllerusa o

Piidat hardware

Odstranit

Znsit

Pouzit

y (Zeméméficky

ad)




rtudini hardware

y virtuaini hardware

(] Ulozists
® Controller

B Grafika

B zwk

| sériowy

| Parallel

| Konzole

| channel

% USBHostDevice

= obraz

B watchdeg
Systém souborl

2 smartcard

@ Presmérovani USB

o TPM

& RNG

& Panic Notifier

Zarizeni PCI

Host Device:

0000:00:00:0 Intel Corporation Xeon £3-1200 v2/3rd Gen Core processor DRAM C¢
0000:00:01:0 Intel Corporation Xeon E3-1200 v2/3rd Gen Core processor PCI Expri
0000:00:02:0 Intel Corporation Xeon E3-1200 v2/3rd Gen Core processor Graphics
0000:00:1A0 Intel Corporation 7 Series/C216 Chipset Family USB Enhanced Host
0000:00:1B:0 Intel Corporation 7 Series/C216 Chipset Family High Definition Audio
0000:00:1D0 Intel Corporation 7 Series/C216 Chipset Family USB Enhanced Host
0000:00:1E0 Intel Corporation 82801 PCI Bridge

0000:00:1F:0 Intel Corporation Q77 Express Chipset LPC Controller

0000:00:1F:2 Intel Corporation 7 Series/C210 Series Chipset Family 6-port SATA O
0000:00:1F:3 Intel Corporation 7 Series/C216 Chipset Family SMBus Controller
0000:00:14:0 Intel Corporation 7 Series/C210 Series Chipset Family USB xHCI Hos
0000:00:16:0 Intel Corporation 7 Series/C216 Chipset Family MEI Controller #1
0000:00:16:3 Intel Corporation 7 Series/C210 Series Chipset Family KT Controller
0000:00:19:0 Intel Corporation 82579LM Gigabit Network Connection (Lewisvile) |
0000:01:00:1 NVIDIA Corporation GP107GL High Definition Audio Controller
0000:02:00:0 Creative Labs EMU10k1 [Seund Blaster Live! Series]

Zrusit Dokondit

&) UOloziste

B controller

= sit

® vstup

= Grafika

B zvuk

<4 sériovy

=4 Paraliel

=4 Konzole

=G| Channel

&% USB Host Device

= opraz

B watchdog
systém soubord

2 smartcard

@ Piesmérovaniuss

o TPM

& RNG

48 Panic Notifier

Zarizeni PCI

Host Device

000000000 Intel Corporation Xeon £3-1200 v2/3rd Gen Core processor DRAM C¢
0000:00:01:0 Intel Corporation Xeon E3-1200 v2/3rd Gen Core processor PCI Expry
0000:00:02:0 Intel Corporation Xeon E3-1200 v2/3rd Gen Core processor Graphics
0000:00:1A:0 Intel Corporation 7 Series/C216 Chipset Family USB Enhanced Host
0000:00:1B:0 Intel Corporation 7 Series/C216 Chipset Family High Definition Audig
0000:00:1D:0 Intel Corporation 7 Series/C216 Chipset Family USB Enhanced Host
0000:00:1E:0 Intel Corporation 82801 PCI Bridge

0000:00:1F:0 Intel Corporation Q77 Express ChipsetLPC Controller

0000:00:1F:2 Intel Corporation 7 Series/C210 Series Chipset Family 6-port SATA €
0000:00:1F 3 Intel Corporation 7 Series/C216 Chipset Family SMBus Controller
0000:00:14:0 Intel Corporation 7 Series/C210 Sefies Chipset Family USB xHCI Hos,
0000:00:16:0 Intel Corporation 7 Series/G216 Chipset Family MEI Controller #1
0000:00:16:3 Intel Corporation 7 Series/C210 Sefies Chipset Family KT Controller
0000:00:19:0 Intel Corporation 82579LM Gigabit Network Connection (Lewisville) |
0000:01:00:0 NVIDIA Corporatien GP107 [GeForce GTX 1050]

0000:01:00:1 NVIDIA Corporation GP1076L High Definition Audio Controller

0000:02:00:0 Creative Labs EMU10k1 [Sound Blaster Live! Series]

Zrusit Dokongit




(] Ulozists
® Controller

B Grafika
B zwk

| sériowy
| Parallel
| Konzole
| channel

ofi USB Host Device

& PCIHost Device

= Obraz

B watchdeg
Systém souborl

& smartcard

@ Presmérovani USB

o TPM

& RNG

& Panic Notifier

Zarizeni USB

Host Device:

001:002 Intel Corp. Integrated Rate Matching Hub

001:004 SanDisk Corp. SDCZ80 Flash Drive

001:005 Logitech, Inc. Unifying Receiver

001:006 Hewlett-Packard KU-0316 Keyboard

002:002 Intel Corp. Integrated Rate Matching Hub

002:003 Realtek Semiconductor Corp. USB2.0-CRW

002:004 Realtek Semiconductor Corp. Mass Storage Device (Multicard Reader)

Zrusit Dokondit

&) UOloziste

B controller

= sit

® vstup

= Grafika

B zvuk

<4 sériovy

=4 Paraliel

=4 Konzole

=G| Channel

&% PCIHost Device

= opraz

B watchdog
systém soubord

2 smartcard

@ Piesmérovaniuss

o TPM

& RNG

48 Panic Notifier

y virtuaini hardware

Zafizeni USB

Host Device

001:002 Intel Corp. Integrated Rate Matching Hub

001:003 MosArt Semiconductor Corp. 2.4G Wireless Mouse

001:004 Sanbisk Corp. SDEZ80 Flash Drive

001:005 Logitech, Inc. Unifying Receiver

002:002 Intel Corp. Integrated Rate Matching Hub

002:003 Realtek Semiconductor Corp. USB2.0-CRW

002:004 Realtek Semiconductor Corp. Mass Storage Device (Multicard Reader)

Zrusit Dokongit




Potize s Pulseaudio
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Cerveny trpaslik (RED DWARF®) je ochranou zndmkou spolegnosti Grant Naylor®.
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Potize s Pulseaudio

Oprava je nastésti snadna.
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Potize s Pulseaudio

Oprava je nastésti snadna.
Staci jen trochu pozménit konfiguraci virtualniho stroje pomoci prikazu:

virsh edit nazev_vm )

Otevie se textovy editor, kde je potreba na prvnim radku zménit:

<domain type='kvm'> J
na:
<domain type='kvm' xmlns:gemu='http://libvirt.org/schemas/domain/gemu/1.0"'> J
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Potize s Pulseaudio

a na konec souboru mezi </devices> a </domain> pfipsat:

<gemu:commandline>
<gemu:env name='QEMU_AUDIODRV' value='pa'/>
<gemu:env name='QEMU_PA_SAMPLES' value='8192"'/>
<gemu:env name='QEMU_AUDIO_TIMER PERIOD' value='99'/>
<gemu:env name='QEMU_PA_SERVER' value='/run/user/1000/pulse/native'/>
</gemu:commandline>
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Potize s olvadaci

Tim potize ovSem nekonci.
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Potize s olvadaci

Tim potize ovSem nekonci.

@ Po nainstalovani spravnych ovladacu od Nvidie dojde k rozbiti X serveru.
@ Karty od AMD jsou zatim v pohodé.

Oprava se provadi opét Upravou konfiguracniho souboru virtualniho stroje.
Do sekce <features> pred Cast, ktera zac¢ina <kvm> staci vlozit:

<hyperv>

<vendor_id state='on' value='1234567890ab'/>
</hyperv>
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Malo mista na desce

@ Pokud pocita¢ nema integrovanou grafickou kartu, Ize pfidat druhou.
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Malo mista na desce

@ Pokud pocita¢ nema integrovanou grafickou kartu, Ize pfidat druhou.
@ Dnesni grafické karty jsou vykonné a dvouslotové, tudiz obsadi i vedlejsi PCle slot.

@ Pokud na desce jiz dalSi vhodny neni, Ize vyuzit pomoci vhodné redukce volny PCle
1x slot.

@ Takto pripojena karta ovSem neni vhodna pro aplikace vyZadujici vysoky vykon.
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Porovnani rychlosti PCle

Typ | Jednosmérné | Obousmérné
x1 250 MB/s 500 MB/s

x4 1 GB/s 2 GB/s
x8 2 GB/s 4 GB/s
x16 4 GB/s 8 GB/s

Porovnani rychlosti PCI-Express 1.0a
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Porovnani vykonu

Hra Linux Native Virtual
min | avg | max | min avg max | min avg max
CS:.GO 25 190 318 22 182 297 24 43.9 60
] - - - 5 51 61 7 17 21
Far Cry: New Dawn - 3306 717
- \ - \ - 6.59 \ 27.69 \ 91.98 | 1.78 \ 16.56 \ 28.76
Metro Exodus - 5833 1651
Unigine Heaven 10.8 \ 57.5 \ 112.7 | 9.1 \ 61.6 \ 1249 | 8.4 \ 59.5 \ 128.6
9 1449 1551 1498
Unigine Valle 30.2 \ 58.6 \ 93.9 | 24.3 \ 64.7 \ 119.0 | 20.8 \ 57.6 \ 91.8
9 y 2450 2708 2412
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Reference

https://wiki.archlinux.org/index.php/PCI_passthrough_via OVMF
https://en.wikipedia.org/wiki/IOMMU

https://www.reddit.com/r/VFIO/comments/542bwl/ha_got_-rid_-of_the_pulse_audio_crackling/

https://forums.opensuse.org/showthread.php/522015-VGA-PCI-Passthrough-guide-on-openSuSE-Leap-42-2
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https://en.wikipedia.org/wiki/IOMMU
https://www.reddit.com/r/VFIO/comments/542bw1/ha_got_rid_of_the_pulse_audio_crackling/
https://forums.opensuse.org/showthread.php/522015-VGA-PCI-Passthrough-guide-on-openSuSE-Leap-42-2

Dekuji za pozornost.

Tomas Tichy

Tato prezentace je k dispozici ke stazeni: https://tichytom.cz/IF19.pdf
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